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Back in June 2017, the NotPetya ransomware wreaked havoc across organizations in the United States and throughout 
Europe. One of the many victims was shipping and logistics giant Maersk. The fallout included around 50,000 infected 
endpoint systems along with hundreds of infiltrated servers and applications across 600 work sites in 130
countries. Sadly, the weakest link in this cyberattack was a supply chain partner. 

For Maersk, it all originated from a single computer which was part of a third-party network. A smaller company that 
supplied its accounting software application, Linkos Group, had been compromised by NotPetya, which hijacked its 
servers and used it as a foothold to squirm into the client network. The incident which was described as a “serious 
business interruption” at that time, cost the company a whopping $300 million in losses.1

In recent years, hackers have similarly breached the defenses of renowned companies such as FedEx and Target. 
In case of the retailer – hackers gained access to the company’s payment systems by exploiting the network of a 
third-party provider of online HVAC services. The security breach at Target has reportedly resulted in the data 
theft of nearly 40 million debit and credit cards.2

As digital supply chain ecosystems keep increasing in span, third-party cybersecurity and data breaches may 
force an organization to respond to out-of-control incidents that often originate from indirect sources. Smaller, 
less-secure suppliers and contractors provide undetected backdoor access to larger corporations. As a result, 
cyber exploitation through contractor networks is becoming increasingly common. 

Third-Party Cybersecurity Breaches Making Headlines  
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A survey from Ponemon Institute reveals that cybersecurity is a serious supply-chain challenge, with 56% of 
organizations reporting that they have experienced a cybersecurity breach caused by one of their third-party 
suppliers.3 While a company might not be legally obliged to respond immediately under specific data breach 
regulations, the reputational damage resulting from an incident can be far reaching. Further, an organization’s customers 
can be at increased risk from hackers seeking to exploit a breach regardless of how an incident originated. 

Research suggests that cybercriminals are becoming increasingly better at circumventing defenses and identifying weak 
links to exploit supply chains.4 What’s worrying is that only 52% of the companies have cybersecurity standards for their 
third parties.5 

There’s no denying that information is as intrinsic to the efficient functioning of the supply chain as any other physical 
component. Global supply chain processes often require organizations to share proprietary data, trade secrets, and 
other sensitive information with their suppliers. However, enterprise-level initiatives to protect information across the 
supply chain have hardly gained momentum.

Only 35% of enterprise security professionals are 
confident about the total number of third-party 
suppliers accessing their systems.6



A company can always outsource its functions, but 
never the responsibility to safeguard enterprise data. 

Sniffing out the Security Gaps
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Today supply chains across industries comprise a complex ecosystem of contributors who rely on transparency,
collaboration and interoperability. It has become quite common for businesses today to collaborate with third-party 
contractors, vendors and suppliers to support core functions. It has also become a norm for these third parties to have 
access to a company’s internal systems and data. This interconnectedness represents an inherent risk: 

For the majority of organizations, poor risk management is often a result of resource scarcity and ineffective processes. 
Research reveals that a staggering 77% of organizations have five or fewer employees solely dedicated to vendor 
risk management in any capacity.7 Another 54% of organizations invest less than $5000 every year on vendor risk 
management, even though a majority agree that more effective processes would deliver positive returns on the 
investment.8

For certain companies, the challenges come in the form of low cultural awareness within the organization. According to 
a Ponemon study, less than one-third of surveyed organizations regularly assess and report to the board of directors 
about the status third-party cybersecurity practices. Considering that in the majority of cases, the reporting and tracking 
of third-party risks is done through vendor questionnaires, it’s clear that the board often has little to no insight on 
third-party risk assessments. Visibility is undeniably a major barrier in this context.9
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Staying indifferent to supply chain cybersecurity requirements can be 
risky given the major uptick in regulations controlling cybersecurity and 
data integrity across various sectors. Here are two prominent examples. 
In the healthcare industry, the Health Insurance Portability and 
Accountability Act (HIPAA) establishes cybersecurity standards for 
medical organizations doing business with third party service 
providers, insurance providers, and medical device manufacturers.10 
As a condition for doing business with the U.S. Department of 
Defense (DOD), contractors and sub-contractors have to comply 
with the Defense Federal Acquisition Regulation Supplement 
(DFARS) and its companion publication, Procedures, Guidance, and 
Information (PGI).11  The cost of non-compliance with such regulations 
can range from anywhere between costly penalties to cyber attackers 
demanding a ransom of millions of dollars. 

The ongoing management of cybersecurity for both the organization 
and its supply chain partners cannot be understated. After all, protecting 
critical information and data while achieving compliance becomes a lot 
easier when cybersecurity programs are broad enough to cover the 
perimeters of an extended enterprise.  
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Putting Up Firewalls

Building Resilient and Secure Supply Chains
Suppliers within a network need to take cybersecurity as seriously as their parent organization. Apart from implementing 
security protocols that can control breaches, they also need to focus on building cyber resiliency that can prevent 
breaches from happening altogether. 

The National Institute of Standards and Technology12 provides a set of guidelines that can be adapted by organizations 
to achieve specific cybersecurity outcomes:

Identification

Locating the 
potential 
threat vectors.

Detection

Identifying when an 
event occurs to 
determine whether or 

not it rises to the level of an incident.

Protection

Taking necessary 
actions to protect 

and prevent threat 
events.

Response

Charting out a response 
plan and creating a 
retaliation roadmap for 

all potential incident scenarios. 

Recovery

Recovery depends 
on the extent of the 
incident and the 

amount of damage done. 



A supply chain risk management program that is built around these cybersecurity principles can help organizations 
identify cyber risks across the supply chain, quantify potential consequences of an attack, and prepare for future 
incidents. The following are some of best practices that can enable organizations to fight their battle against data 
breaches and cybercrimes in supply chains: 

Organizations need to identify and categorize contractors who either have direct access to their internal network 
or access to critical enterprise data. Segregating vendors and contractors according to their functional role can 
help organizations better understand who these contributors are, the type of information they have access to 
and how they are connected to the company framework. Based on the insights, companies can assign specific 
service level agreements (SLAs) for these contractors while enforcing cybersecurity standards across the entire 
supplier ecosystem.
 
Additionally, companies need to also define specific data ownership/stewardship requirements for every vendor 
or contractor. All the stakeholders across the value chain need to be clear as to who maintains the ownership of 
data being shared and the acceptable use of that data. 
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Define Reasonable Levels of Security for the Most Critical
Vendors, Sub-Contractors, and Supply Chain Partners: 

1



An organization can leave no stone unturned to ensure that its data and network is secure, but how can it confirm 
that its third party partners are following through with their cybersecurity obligations? Vendor risk assessment 
and prequalification allow organizations to ensure that its partners’ security postures mirror what they have 
described in the contract. In fact, regular supplier audits can also enable organizations to identify what a partner 
might require in terms of cybersecurity monitoring and controls. 

Avetta’s supplier auditing services serve as an excellent example of how an objective supplier evaluation can help 
companies gain an accurate view of vendor cybersecurity risks. Avetta reviews supplier policies and procedures 
to ensure that they are properly codified, certified, and validated. Then, in-house, experienced risk management 
professionals help organizations manage risk against relevant indicators.

Conducting Vendor Risk Assessment and Prequalification
at Regular Intervals: 

2

Organizations can further strengthen their security posture by establishing limited network access for relevant 
contractors and vendors. All the access points should be regularly monitored and audited in order to ensure that 
there are accurate mechanisms of access, security, monitoring, auditing, and management in place. Controlling 
network access for vendors and contractors shouldn’t essentially be a ‘set it – forget it’ approach. Rather security 
mechanisms need to be regularly reviewed to identify areas of weakness and ensure that changes are made 
incrementally.  

Monitoring Vendor Access to Network and Data: 3

Creating a culture of cyber risk awareness within the organization and throughout the procurement value chain 
can reap long term benefits. As a first step towards cyber resilience, companies need to draft clear policies, train 
employees, and make cybersecurity a priority for the vendors. 

Training Suppliers/Vendors/Contractors on the Cyber Risk
Specific to an Organization’s Supply Chain Environment: 

4
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Once a company defines a security roadmap for its supply chain network, it needs to ensure vulnerabilities are 
minimized. All it takes for a hacker to access an organization’s proprietary and customer data is a single weak link within 
third-party networks. 

Cybersecurity is clearly becoming a new battlefield in the supply chain risk management space. Gaining an upper hand 
in the war against cybercrimes and data breaches is imperative. Companies will have to renew their understanding of 
where risks lie within newly forged digital ecosystems, tailor monitoring and control measures, and collaborate with their 
partners to mitigate those risks.

Be Aware of Your Supplier’s Security Posture 
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About Avetta
Avetta connects leading global organizations with more than 85,000 qualified suppliers, contractors, and vendors 
across 100+ countries. We support the sustainable growth of supply chains through our trusted contractor 
prequalification, supplier audits, insurance monitoring, robust analytics and more. With real results in helping 
companies reduce TRIR, our highly configurable solutions elevate safety and sustainability in workplaces around 
the world—helping workers get home to their families each night.


